Understanding Azure Virtual Network
Peering And configuring Peering
Between Two Virtual Machines

What Is Azure Virtual Network Peering

Virtual network peering enables you to seamlessly connect two or more virtual networks in
Azure using Microsoft's backbone infrastructure. Traffic between the peered network stays
private and never travels over the public internet, allowing resources in one virtual network to
communicate with resources in another as if they were in the same network.

Supported Peering in Azure

e Virtual Network Peering: Connecting virtual networks within the same region.
e Global Virtual Network Peering: Connecting virtual networks across Azure regions.

Step 1: Create a Virtual Network

In our previous article we covered what a virtual network is and how to create a virtual
network. So, in this article | will be creating a second virtual network called
“TechbysaraVNET?2”. This VNet will be in the same resource group as our previous VNet.

1. In the Azure portal > Search for Virtual Network > Select from Marketplace.
Project details:

2. Subscription > ABCOFCLOUD.

3. Resource group > Sarah1-RG.
Instance details:

4. Virtual network name > TechbysaraVNET2.

5. Region > East US.

6. |IP address space > 192.168.8.0/24

7. Subnet name > HR-Subnet.

8. Starting address > 192.168.80.0

9. Size > /26 (64 addresses).

10. Select > Review + Create, and when validation passes > select Create.
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Step 2: Create a Virtual Machine

In our previous article, we explained what a virtual machine and virtual network are and how
to create these resources on Azure. So, in this article | will be creating two virtual machines
called “TechbysaraVM1” and “TechbysaraVM2”. These VMs will be located in the same
resource group.

Note: RDP port 3389 is exposed to the internet. This is only recommended for testing. For
production environments, it is recommended to use VPN or private connection.

Project details:
1. Subscription > ABCOFCLOUD.
2. Resource group > Sarah1-RG.
Instance details > for both VMS:
3. Virtual machine name > TechbysaraVM1 and TechbysaraVM2.
Region > East US.
Availability options > Availability zone.
Availability zone > Zone 1.
Image > Windows Server 2019 Datacenter - Gen2.
8. Size > Standard B2ms (2 vcpus, 8 GiB memory).
Administration account:
9. Username > Enter your preferred username. For this demo we will use
(Techbysara) as the username.
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10. Password and confirm password > Provide a secure password of at least 12
characters long.
Inbound port rules:
11. Public inbound ports > Allow selected ports.
12. Select inbound ports > RDP (3389)

Networking tab > Network interface:
1. Virtual network > TechbysaraVNET and TechbysaraVNET2.
Subnet > Project-Subnet(192.168.70.40/29) and HR-Subnet (192.168.80.0/26).
Public IP > Azure created a Public IP for both VMs.
Nic network security group > Basic.
Public inbound ports > Allow selected ports.
Select inbound ports > RDP (3389).
Select > Review + create, and when validation passes, select > Create.
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TechbysaraVM1 successfully created.
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Step 3: Test Traffic Before Peering Between the
Two VMs

We are going to connect to TechbysaraVM1 on our Remote desktop, using the public IP of
TechbysaraVM1.Then we will attempt to RDP to TechbysaraVM2 from TechbysaraVM1 using
the private IP of TechbysaraVM2. Also, we will attempt to establish communication through

pinging.

1. From your Resource group > Sarah1-RG.

2. Select > TechbysaraVM1.

3. On The Overview page > select the Connect button > Copy your Public IP address.
4. In your personal device > search for Remote Desktop Connection app.

5. Paste your copied Public IP address.
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C:\Users\Techbysara>ipconfig

Windows IP Configuration

Ethernet adapter Ethernet:

Connection-specific DNS Suffix . : z3hwrlf@2owe5ilelvoimuqwla.bx.internal.cloudapp.net

Link-local IPv6 Address :_fe80::23b5:45e3:566¢ : fOb2%6
IPv4 Address ;) 192.168.70.44

Subnet Mask

Default Gateway

C:\Users\Techbysara>

Remote Desktop
*>»¢ Connection

computer. | 192166804 | -

Remote Desktop Connection X

onnect.
@ Remote Desktop can't connect to the remote computer for one of these reasons:

1) Remote access to the server is not enabled
2) The remote computer is turned off
3) The remote computer is not available on the network

Cannect Help

Make sure the remote computer is turned on and connected to the network, and that remote
access is enabled.

| TechbysaraVM1 | Last installed updates
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Microsoft Windows [Version 10.09.17763.6654]
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Ethernet adapter Ethernet:

Connection-specific DNS Suffix . : z3hwrlf@2oweSilelvoimugqwla.bx.internal.cloudapp.net
Link-local IPvé Address . o .+ fe80::23b5:45e3:566¢:f9b2%12

IPv4 Address. . . . . . . o .+ 192.168.70.44

Subnet Mask . . . . . . . o . : 255.255.255.248

Default Gateway . o o o 5 . 192.168.70.41

C:\Users\Techbysara>Ping 192.168.80.4

Pinging 192.168.80.4 with 32 bytes of data:
Request timed out.
Request timed out.
Request timed out.
Request timed out.

Ping statistics for 192.168.80.4:
Packets: Sent = 4, Received = @, Lost = 4 (1ee% loss),

C:\Users\Techbysara>_

Remote access was denied because both virtual machines are on a different network.
Also communication timed out while pinging.



Step 4: Create a Peering

1. In the Azure portal search box, enter your resource group name > (e.g., Sarah1-RG).
2. Virtual networks > select the virtual network you want to create a peering with.
3. In the TechbysaraVNET page > click on settings > scroll down > select Peerings.

= Microsoft Azure AR Search resources, services, and docs (G+/)

¢z TechbysaraVNET | Peerings | % -

Virtual networl

‘1“—‘ © Add Refresh

<> Overview

B Activity log Virtual neMol’k peering _enables you to seamlessly connect two or more virtual
networks in Azure. The virtual networks appear as one for connectivity purposes.

Access control (IAM)
& Tags Filter by name
X Diagnose and solve problems
v ST Name 170 Peerings... L  Peeri.. 1 Remo..?l Virtu.. 1
¢ Address space Add a peering to get started
(' Connected devices
<> Subnets
Bastion
@ DDosS protection

® Firewall

@ Microsoft Defender for
Cloud

“% Network manager

i@ DNS servers

<% Peerings

& Service endpoints
Private endpoints

1i] Properties

Add peering > Remote virtual network summary:

4. Peering link name: The name of the peering from the local virtual network. The
name must be unique within the virtual network > (e.g.,
Techbysara-VNET-to-TechbysaraVNET2).

5. Virtual network deployment model: Select the deployment model the virtual
network you want to peer with was deployed through > (e.g., Resource manager).

6. | know my resource ID: Select this option if you do not have read access to the
virtual network or subscription you wish to peer with > (leave unchecked).

7. Subscription: Select the subscription of the virtual network you want to peer with
(e.g., ABCOFCLOUD).

8. Virtual Network: Select the remote virtual network > (e.g., TechbysaraVNET2).

Remote virtual network peering settings:

9. Allow 'TechbysaraVNET2' to access 'TechbysaraVNET’: Select this option to allow
traffic from "TechbysaraVNET2' to "TechbysaraVNET'. This setting enables, e.g.,



communication between hub and spoke in hub-spoke network topology and allows a
VM in "TechbysaraVNET2' to communicate with a VM in 'TechbysaraVNET".

10. Allow 'TechbysaraVNET2' to receive forwarded traffic from ‘TechbysaraVNET’:
Enabling this option will allow 'TechbysaraVNET2' to receive traffic from virtual
networks peered to 'TechbysaraVNET'.

Local virtual network summary:
11. Peering link name > (e.g., TechbysaraVNET2-to-TechbysaraVNET).
12. Repeat steps 9 and 10.
13. Select Add.
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Peering successfully established.

Step 5: Test Traffic After Peering and ping the VMs

Warning: Turning off firewalls increases malware infection risk. Therefore, it is not
recommended in production environments. On that note, steps on how to turn off
firewalls will not be added in this article.

1. Connect to TechbysaraVM1 using Public IP.



.— Remote Desktop Connection

Remote Desktop
»* Connection

Paste your Public IP to connect to vm1

Username:  MicrosoftAccountiTec .

You will be asked for credentials when you connect.

Windows Security

Enter your credentials

These credentials will be used to connect to

Techbysara
00000000 BOS

MicrosoftAccount\Techbysara

|| Remember me

More choices

Cancel

2. From TechbysaraVM1 > RDP to TechbysaraVM2 using private IP



EE O lecnpysaravivi |

Computer name TechbysaraVM1

Workgroup WORKGROUP

!:ﬁf: ote Desktop Connection -

L_‘ Remote Desktop
»* Connection

abled
paste private IP of VM2 to connect

Username: None specified

You will be asked for credentials when you connect hter

Windows Security X

Enter your credentials

These credentials will be used to connect to 192.168.80.4.
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D Remember me

OK Cancel

You may receive a certificate warning during the connection process. If you
receive the warning, select Yes or Continue to continue the connection.

!" Remote Desktop Connection X

|8 The identity of the remote computer cannot be verified. Do
. you want to connect anyway?

The remote computer could not be authenticated due to problems with its
security certificate. It may be unsafe to proceed.

Certificate name

s Name in the certificate from the remote computer
TechbysaraVM2

Certificate errors

The following errors were encountered while validating the remote
computer's certificate:

/4 The certificate is not from a trusted certifying authority.

Do you want to connect despite these certificate errors?

|:| Don't ask me again for connections to this computer

View certificate.. Yes | No |




Recycle Bin

c

Microsoft

Microsoft Windows [Version 10.0.17763.6054]
(c) 2018 Microsoft Corporation. All rights reserved.

Z:\Users\Techbysara>ipconfig

Windows IP Configuration

cthernet adapter Ethernet:

Connection-specific DNS Suffix . : z3hwrlf@2owe5ilelvoimugwla.bx.internal.cloudapp.net
Link-local IPv6 Address . . . . . : fe80::23b5:45e3:566c:f9b2%12

IPv4 Address. . . . . . . . . . . : 192.168.70.44

Subnet Mask . . . . . . . . . . . : 255.255.255.248

Default Gateway . . . . . . . . . : 192.168.70.41

C:\Users\Techbysara>ping 192.168.80.4

Pinging 192.168.80.4 with 32 bytes of data:

Reply from 192.168.86.4: bytes=32 time=1lms TTL=128
Reply from 192.168.86.4: bytes=32 time=1lms TTL=128
Reply from 192.168.86.4: bytes=32 time=1lms TTL=128
Reply from 192.168.86.4: bytes=32 time=1lms TTL=128

?ing statistics for 192.168.80.4:

Packets: Sent = 4, Received = 4, Lost = @ (8% loss),
\pproximate round trip times in milli-seconds:

Minimum = 1ms, Maximum = 1ms, Average = 1ms

C:\Users\Techbysara>

Peering and communication between TechbysaraVM1 and TechbysaraVM2
successfully established.

THANK YOU!!
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